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Don’t give away TOO much information

about yourself.
It can be shared across the world




Don’t give away TOO much information

about yourself.

Avatars rather than photos-

setectilour OEDOS |




Treasure important things.
Passwords, contact details, school, home etc




YOUR digital footprint effects YOUR future




Our work in school includes....




MoMo challenge.... Richard Smith March 2019

‘My reading of it is that MoMo doesn’t have special powers to make
people do risky or bad things, however it is a very scary image and
students should tell their family if it pops up and not click on further.

Many people call it a ‘hoax’ but it should still be taken seriously as
internet trolls have latched onto the fear it has instilled in both children
and parents. Interactive content could be created to encourage
dangerous decision making.’

This extract is useful

‘Momo Challenge serves as a timely reminder that the Internet can be
a dangerous place for both young and vulnerable minds.

Protecting your children as they use the Internet is paramount. This
includes supervising what they see, blocking or preventing access to
platforms that contain adult content, educating children on popular
Internet threats, teaching them not to give away their personal
information and perhaps most importantly encouraging an open
dialogue where parents and children can be honest about what they
encounter when using the Internet’



The ‘moving sands’ of social media

Overall, Facebook remains the most popular social networking site in
the UK by some distance with 32.6 million total regular users this year.
Instagram’s user base will grow from 15.7 million to 18.4 million,
Snapchat will surge from 14.8 million to 16.2 million while Twitter will
grow from 12.4 million to 12.6 (The Guardian: Feb 19)


https://www.theguardian.com/technology/2018/feb/12/is-facebook-for-old-people-over-55s-flock-in-as-the-young-leave

Search more safely online with....

Rome|

& ’ Web Images Kimages MNews Videos

Rome facts for kids

Kids Encyclopedia Facts

Rome (ltalian Roma) is the capital city of Italy and the Italian region Latium. Rome

It is on the Tiber River and has 2.8 million people. An estimate by the R

OECD put the number of people of the city area of Rome at 3.47 million. oma
Comune

The enclave Vatican City is in the north-west.

Roma Capitale
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Be ‘Share aware’ with the NSPCC

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware


https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware

\ (:Fortnite - Battle Royale. is a free to play section of the game\
me ‘Fortnite. The game sees 100 players dropped on to an
"'1 island from a‘battle bus, where they have to compete until
BnTTI_E one survivor remains. The last remaining player on the
island wins the game. Players have to find hidden items,
RovnlE such as weapons, to help them survive longer in the game.
To make the game more challenging, there is an added twist
&\ called ‘the storm’ which reduces the size of the island from
t the start of gameplay, bringing the players closer together
in proximity. The game is available on PC, Play5Station 4,
\L Xbox One, Mac and i0S. j

What paren(s need to- know about
FORTNlTE. BATTLE ROYALE




MICROTRANSACTIONS

Newly featured items are released daily and are only
available to purchase within 24 hours of their release.
These are cosmetic items, called ‘skins, ‘gliders’ and
‘emotes, which change the characters’ aﬁp-earance, but do
not improve the game play. Once purchased, the player
has full use of these in the future. The designs are
attractive for players to purchase and even celebrities are
endorsing them. Also available to purchase in the game is
a’Battle Pass, When a new ‘Battle Pass’is released, users
can take part in a series of challenges, receiving more
rewards (cosmetics) by progressing through different tiers.
Whichever rewards they achieve can then be used in the
game.

IT CAN BE ADDICTIVE

Games can last around 20 minutes but this varies
according to the game. Children may feel angry if they lose
the game and will want to continue playing until they
achieve their desired result. The competitive nature of the

me may make it difficult for them to stop playin
halfway through as 1hei#osg;on in the game couldbe
affected.

IT CAN BE PLAYED ON THE GO

The game was released on mobile devices in April 2018,
meaning it can be played without the need for a home
games console. Some schools have reported that the game
Is distracting their students whilst in the classroom. As the
game is available outside of the home, parents may not be
aware of how long their child is playing this game.

https://nationalonlinesafety.com
for schools and families

HACKER ATTACKS

News site Forbes stated that it had seen "dozens” of online
reports from people who said their accounts had been
compromised by hackers, who had gained access to user's
accounts in the game and accrued hundreds of pounds in
fraudulent charges.

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other players in the game is part of the
fun as players can communicate with their friends and
other players in the game. Players will benefit from
wearing headphones to hear footstsrs from other l:layers
tr)i(i:g to compromise their game. Wearing headphones
makes it difficult for parents to hear what exactly is being

said and children may be exrosed to inappropriate
language. Fortnite includes really good reporting features
for players either cheatina or misbehaving, and works
towards having one ot the best online gaming
communities.

‘FREE’ TO PLAY

The game IS free to play. However, if playing on
Xbox, you will need an Xbox gold subscription,
which does require a fee.

Source

NO PROOF OF AGE REQUIRED

Signing up to the game is relatively simple. Users have the
option to log in with either their Facebook or Google
accounts or their email address. When signing up with an
email address, nogroof of age is required. If your child is

under the age of 12, it is important to check whether your
child has the game downloaded.

S

TALKING TO STRANGERS
DURING SQUAD MODE

There are many accounts on Facebook and Twitter which
claim to ?ive away free money (known as 'V bucks’) for
games which will be transferred to their Xbox Live or PSN
cards. Any giveaway promotion from Fortnite will be in the
game. It is important to check the authen:ici? of these
accounts before giving away personal information in order
to claim 'V bucks. The websites or accounts may ask you to
share your account name and password in order to claim
the money; if these offers seem too good to be true, they
usually are.

AGE RESTRICTIONS

PEGI has given the game a rating of 12+. Even
though the game includes violence and weapons
such as crossbows, grenade launchers, rifles, pistols,
shotguns and more, PEGI say “more graphic and
realistic looking violence towards fantasy characters
is allowed. Any violence towards human characters
must look unrealistic unless it consists of only minor
or trivial injury such as a slap,” making the game
‘suitable’ for children aged 12 and over.



https://nationalonlinesafety.com/

Top Tips for ParentS= s

LIMIT GAME TIME

Parents can use parental controls on Xbox and PC to limit the time a
child is playing games on these devices. Be aware that the game is
available on iOS and will soon be available on all mobiles. With this
in mind, it is worth having a conversation with your child to discuss

and agree how long you would like them to play the games for. Even

though the games last around 20 minutes, it may be difficult to take
them away from a game mid play. It may be worth imposing a limit
on the amount of matches they play rather than a time limit.

PREVENT YOUR CHILD FROM
TALKING TO STRANGERS

There is an option to turn off the voice chat feature, which
means your child wouldn’t be able to talk to anybody,
including their friends. However, they would still be able to
use the in-app chat and hear other people’s conversations. To
turn off voice chat, open the Settings menu in the top right of
the main Fortnite page, then click on the cog icon. Open the
Audio tab at the top of the screen. From there, you can turn
off voice chat.

National
Online
Safety

LOOK OUT FOR VBUCK SCAMS

Itis important that your children are aware of the scams that they
may come across online in association with the game. Open up
conversation with them about scams and how they should never
share their username or password with people in order to gain
anything for the game.

RESTRICT PAYMENT METHODS

‘Fortnite: Battle Royale' is a free to play game, but there are
still options to make additional purchases. If you do not
want your child to make payments, ensure your card is not
associated with their account. If you are happy for your
child to make payments in the game, but want to restrict
spending, we suggest using a paysafecard, or a games
console gift card. These can be purchased in specific
amounts, which will allow you to restrict the amount your
child spends and removes the need for a credit/debit card to
be used with their account.

SHOW THEM HOW TO MAKE
A REPORT

If your child believes a player is playing or talking
inappropriately, you should advise them to report them.To
report a player, you can use the in-game feedback tool f
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

USE A STRONG PASSWORD

It may seem like a simple tip, but it is important that your child
selects a strong password when creating an account, particularly if
a credit/debit card is associated with the account. This will help
reduce the risk of their account being hacked.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

A great website, updated regularly




Game chat rooms can be dangerous.
Who are the other players-
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Facebook and
Messenger
Facebook is a social
network which lets you
create a page about
yourself. Facebook
Messenger allows you
to instant message in
group chats or cne o
one.

Kik

Kik is an instant
messaging app which
lets you create your own
usarname, share
messages, photos,
games and news or
organise events.

Be Net Aware with the NSPCC

ASKfm

ASKfm is a social
networking site where
you can ask other
people questions. You
can choose to ask the
question anonymously.

Snapchat

Snapchat is an app that
lets you send a photo,
short video or message
to your contacts.

BBEM

Blackbemy's BEM is an
instant messaging app.
You have your own
unique 4 digit pin and
other people can only
add you using this.

4~

Google+

Google+ is a space
where you can share
photos and videos,
instant message or
make video-calls.

Instagram

Instagram is a picture
and video sharing app.
Users can post content
and use hashtags to
share experiences,
thoughts or memeories
with an online
community.

YouTube

YouTube allows you to
watch, create and
comment on videos.
You can create your
own YouTube account,
playlists and channel
with a public profile.

Minecraft: Pocket

Edition

Minecraft is a game that
lets you build and create
a virtual world using
building blocks.

Skype

Skype is a computer
programme and app,
which lets you send
instant messages and
make audic and video
calls to other users
around the world.



https://www.net-aware.org.uk/

Develop your knowledge

SAFEGUARDING SQUAD

WHAT IS CLICKBAIT?

ADVERTS THAT APPEARTO
TEMPT YOU TO CLICK ON THEM.
YOUMAY BE TEMPTED TO GIVE AWAY PRIVATE INFORMATION

Created by Safeguarding Squad at
Apley Wood Primary. Telford



VOUTUBE SETTINGS
| SETTINGS =
\{ TICK SAFE SEARCH FILTERING | SAFARI

| e 2 T STRET SErTINGS > GENERAL=> RESTRICTIONS

TURN OFF IN APP PURGHASES ™ St TUPTHEWAr YOU WANT IT AND APPROPRAT

FOR YOUR CHILDREN
SETTINGS -» GENERAL-» RESTRICTIONS = /)ISALLOW UPLOADING OR
TURN OFF IN APP PURCHASES (NOT GREEN)

DELETING OF APPS

\Vﬁ SETTINGS=» GENERAL=» RESTRICTIONS
DISABLE SAFARI BROWSER | INSTALLING APPS OR DELETING APPS

(1 YOU DON'T WANT THEM SEARCHING ANYTHING)

Fid
Eml HE E + E{H EHAL * H ESTHI'[:TH]HS I (FibR KEDS 7O STAY -lﬁl“ﬂllg.ggﬂlﬁglglgﬂlsﬂf§ﬁrﬂ LHD WEBEIMTER
. LD £ SETTINGS =% GENERAL =» RESTRICTIONS
WAKE TTUNES SAFE . [SCROLL DOWN T0 LEARNING 4 ACCESSIBILITY
(10 KEEP DEVICES SEPARATE WHERE YOUR ITUMES = GUIDED ACCESS =» TOGGLE DN

ACCOUNT HAS BEEN CONNECTED T0)
ITUNES ON YOUR COMPUTER = EDIT =» PREFERENCES

DECIDE WHICH SHOWS AND RATINGS ARE «= PARENTAL
APPROPRIATE FOR THIS DEVICE

\ AND OTHER DEWICES.

anks to the
creator of this. |
did look for the
horiginal source.



Young children should not be using YouTube. Download this instead

Or download a range of apps that are age appropriate and can be used offline.

. ;,m = T? Q. ’ E
.20

€ YouTube Kids o R A ) %

; Recommended s yOul
o N
— i w
- NEGREER, L3 . . .y Ar
RLreriE o . T3 E o B
L :

A world of learning and
fun, made just for kids.

We created YouTube Kids to make it safer and simpler
for kids to explore the world through online video —
from their favorite shows and music to learning how
to build a medel volcano (or make slime ;-), and
everything in between. There's also a whole suite of
parental controls, so you can tailor the experience to
your family's needs.




National Online Safety is a great site for schools and families. See
https://nationalonlinesafety.com

TURN ON‘RESTRICTED’ MODE

‘Restricted Mode'’is an optional setting you can use to help
screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

 Go to the bottom of any « Tap the three vertical
YouTube page and switch dots at the top-right on

‘Restricted Mode’ to “ON. the screen and press,
« To make it more difficult ‘Settings.
for this to be turned off, « Click on ‘Restricted

you will be given the mode filtering.
option to lock restricted « Press‘Restrict.
mode onto your browser.

Please note that you can’t‘lock’ restricted modeona
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.



https://nationalonlinesafety.com/

What can you do with the Google Family Link app?

There's lots you can do to keep an eye on (and control) what your child's doing
on their phone, including:

e approving the apps they download from the Google Play store

¢ seeing how much time they're spending in front of the screen

e checking activity reports from their fave apps

e setting daily limits for mobile usage (so, you can switch off their phone at
bedtime, for example)

e remotely locking their phone whenever you want.

You can even track their location - think 'Find My iPhone' but for Android

devices.
. . . Google and
Reimagine the family Microsoft family
experience settings

Modern families come in all sizes and locations. We'll help you keep kids
safer online, have fun together, and stay connected—even when you're
apart.

Create a family group >



0

Phone ready? Consider the range of new ideas on offer

PARENTAL CONTROLS
Manage apps. contacts REMOTE LOCK

and eoreanbra For important school, family

and resting time

LIVE LOCATION TRACKING

i i iy FAMILY CHAT
Monitor your child’s position
A el tir"’n’we P No need for 3rd party apps
SAFE INTERNET 1500 + GAMES & APPS
Blocking inappropriate content Child friendly and advert free

https://www.uswitch.com/mobiles/reviews/monaqi-phone-review



https://www.uswitch.com/mobiles/reviews/monqi-phone-review

Quote from a 6 year
old to Mr Smith in

'Now I've got my Xbox
| never use my bike!

Setup family accounts

Set up a system that you stick to and
find out about ‘digital timers’
from your Internet Service Provider

There are also apps you can buy or
subscribe to (eg Screenlimit)

screen:limit

0OS12 from Apple allows time
management of devices

A window into their digital life
Activity reports let you check in on kids'
online activity. If you need to, you can block
specific apps, games, or websites.

Set good screen time habits

Together, you can talk about good habits and
set limits on how much time they can spend
with their screens.



_earning and talking

nline ‘friends’?
h o chat with you?
cams can be accessed remotely (with virus)
harge of internet settings and timings
wvorries with people you trust (or
t/report to an organisation




g and talking (2)

', e to educate yourself to stay up to date



Subscribe to the FR :
#DITTO from Alan M1ac



https://www.esafety-adviser.com/latest-newsletter
https://nationalonlinesafety.com/
http://www.amazingict.co.uk/
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Being ‘connected’ is
both positive and
negative

‘Allowing all Snapchat fri
whom may be strangel
information can pres
people, as they will b
exact location in real tin
a mobile number me:

~ added on Snapchat’

a‘



How do you manage screen time?




Who can be a Blocker Hero-

Thanks to




MUTE
BLOCK
&
REPORT

ecoco EE WiFiCall =  15:34 54% M )
¢ Advanced filters

b Done
@amazingict

Mute notifications from people:

You don't follow 0
Who don't follow you 0

With a new account I

-

Who have a default profile photo L

Who haven't confirmed their 0
email

Who haven't confirmed their |
phone number -

These filters will not affect notifications from
people you follow. Learn more




Do you support
your children
to be age
honest»




Which of these is a famous person?
1. Paul Logan
2. Paul Gogan
3. Logan Paul

4. Trojon Paul

What does he do?
Would your children know who he is?

Is he a good role model for your children?



2 YouTube ** Search Q *

AUTOPLAY | 1B

| Logan Paul's SAD Life After The
» Controversial Video (BANNED,

TheTalko @

¥ YouTube star under fire for

PR video of apparent suicide victim
[

ABC News @

" Logan Paul finds a dead person
hanging but the Floral Fury
o 102K —3

Suicide: Be Here Tomarrow.

B » o) 000/1:44

°5 Years Time" by Noah and the
Whale (COVER)

So Sorry. ey Pelkman

49,550,642 views

The controversy began when Mr Paul uploaded a video to his channel that was
taken in Aokigahara, the Japanese area sometimes referred to as a "suicide forest".
While there, he and his friends came across the body of a man who had died by
suicide — and Mr Paul was filmed standing next to the corpse ...



Following ' For you

TIKTOK

273 comments

c e
Not

@randomgirlhereha
Your in Hereford academy

Users can like or react to a video, follow an account or send messages to each other. There is the risk that

strangers will be able to directly contact children on the app.

Children may be tempted to take risks to get more of a following or likes on a video so it's important to talk

about what they share and with who.




Can your family
help the security
of the Internet
in the UK~ See..

Secunt
Challenge UK




-
iPad-a-day
Qoops, your files have been ei Giveaway

What Happened to My Computer? Enter daily for a chance to win,

SNACHIT 122607

Timn Lok

H2L 2315240

Sand $300 worth of biteodin 10 this address

o p-apru‘ﬁumipuuwummm




Do you
encourage
password
security in
your family-

[T




#1 password
#2 123456
#3 12345678
#4 abc123
#5 qwerty
#6 monkey
- #7  letmein
#8 dragon
#1111
#10 baseball

N

asswords Ever

More than half of the
world's computer users
use one of the top 25
most common
passwords



more........ and tell others

e o B E-safety e
Science Computing Feedback
Panoramas Bridges I am a CEOP Ambassador which means | have
12 Key ldeas CAS CPD been trained to support schools with e-safety.
Purple Mash iTrust Shropshire Example session here
Conf 2015 Google JW
Micro_bit  Ohbat Remember to get students to CREATE (eg

podcasts, video clips, comics, screencasts,

1Ti all =
| am an eCadet officer which means | have websites, blogs and posters) as well as

been recognised by the award winning eCadet CONSUMING ofher people's content
company as someone who is helping students '
105k Sk ERREDGE TR R, In this way they will UNDERSTAND and

REMEMBER more.

Esafety Day 2017: Tuesday Feb 7th NEW: Shop safely online (eCadet project)

NEW: How to teach e-safety Guardian

MNEW: E-cadets for schools bradleyleaflet pdf

BBC Share take Care: Sleuth m” As part of eCadets at Hollinswood Primary

Childnet (Cartoon Starters)

UKSaferInternet (Instagram)

Saferinternet (Social Networks)

Prof. Garfield Online Safety (iPad app) Jigsaw: for8 -10yearol.. @

m=w - 2016_esafety_update_agenda.doc Prof. Garfield Cyberbullying (iPad app)
To add notes 1o » Kidsmart (Early Surfers)

+ Insafe Links (Europe)

+ Online Reputation (Common Craft)

+ SafeshareTV (to exclude adverts from

Youtube clips)

ECADET OFFICER

2016_esafety_update_agenda_pdf
lT-'% 26th June 2016

E-SAFETY

 WORKSHOP
 HOLMER
P LAKE

Pir.™

RlChard Smlth A National

Crime Agency
command

m:) atozofsafechildrenonline_pdf


http://www.amazingict.co.uk/
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